1. Eykatdotacn Wndrakol Miotonowntikol TUMou A o€ tpoowritko H/Y

1.1 YroAoyiotng pe Windows 10

Av kat ta Windows 10 muBavoétata Ba avayvwpicouv to token oag, sival anapaitnto vo eyKATAOTOETE TO
KatdAAnAo mpoypappa odnynong (driver) tou Gemalto 940. Méoa oto cupmiecpévo apyxeio Ba Bpeite to

opxelo SafeNetAuthenticationClient-x64-10.7.msi kol Ba To eKTeEAECETE Pe SUTAO KALK EMAVW TOU.

Yuvdéete to USB Token otov umoAoyloth oag. To LoTomoLnTiko oag Ba avayvwpLloTel kat Ba mepaoctel ota
Windows, otov xpriotn mou eiote ouvdebepévol ekelvn tn otyun. Mmopeite va eléyéete €dv To
TILOTOTIOLNTIKO €XEL eyKaTAOTAOEl oWOoTA akoAouBwvTag TIg 0dnyleg mou eplypadovTal MapaKATwW.

1.2 YnoAoyiotiig pe Windows 7

Oa mpémnel ta Windows va eival evnuepwpéva Kal va €xouv TouAdxlotov to SP1. Me 6€€l kKAlkk otov
«Yrnohoytotr (Computer)», «1810tnteg (Properties)» punopeite va eAéyéete mola €kdoon elval EYKATECTNUEVN

OTOV UTTOAOYLOTH oag.
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https://www.uniwa.gr/wp-content/uploads/2020/05/SAC_10_7_Windows_Drivers.zip

===

QQ |;5.' v Control Panel » All Control Panel ltems » System A4 |¢'v¢ | | Search Control Panel e |
Control Panel Home . .. . e -
View basic information about your computer
IEEI Device Manager Windows edition
) Remote settings Windows 7 Ultimate
) System protection Copyright ©@ 2009 Microsoft Corporation. All rights reserved.
) Advanced system settings Service Pack 1
<=
System
Rating: System rating is not available
Processor: AMD Ryzen 7 3700X 8-Core Processor 360 GHz
Installed memory (RAM):  1.00 GB
Systern type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display
See also
Action Genter Computer name, domain, and workgroup settings
Windows Update Computer name: PC2 ) Change settings
Performance Information and Full computer name: pC2

Tools Computer description:

Av o urmtoloyLlotig oag 6 StaBétel (touldaylotov) SP1 pmopeite va to KateBAoETe amnod edw:

https://www.microsoft.com/en-gb/download/details.aspx?id=5842

KaAo Ba eival petd tnv eykataotacn tou SP1 va kavete pla evnuépwon ota Windows ano tov MNivaka
EAéyxou - Windows update wote va eykataotabei otdnmote npocOeTo eival anapaitnto.

AdoU oAokAnpwBel n evnuépwon twv Windows Ba mpémel va eykataoTtroeTe Toug drivers yla to Gemalto
940 (to USB token mou napaidafarte).

Ztnv mapanavw ekova PAEnete av ta Windows 7 mou €xete eival 32 bit i 64 bit. Méoa oTo cuumLECUEVO
apxelo Twv drivers Ba PEMEL vaL EKTEAECETE TO AVTLOTOLXO APXELO TTOU TaALPLALEL OTO CUOTNUA 00OG, X32 1} X64.

Yuvdéete 1o USB token kat To miotomowntiko oag 6a StaBaoctel avtopata katl Oa nmepdoel ota Windows, otov
XPAOTN OV €lpaoTe oUVOESEUEVOL EKELVN TN OTLYUNA.


https://www.microsoft.com/en-gb/download/details.aspx?id=5842
https://www.uniwa.gr/wp-content/uploads/2020/05/SAC_10_7_Windows_Drivers.zip
https://www.uniwa.gr/wp-content/uploads/2020/05/SAC_10_7_Windows_Drivers.zip

2. Eykataoctoon Wnoakou Miotonointikou TUMou B og npoowriikd H/Y

Ornolwadnrote €kdoon Twv Windows kat eav SLBETETE, Bal TIPEMEL O UTTIOAOYLOTNG 00 VOt Elvall EVUEPWHEVOC (windows
update).

e Katd tv oAokArpwon TG Stadkaoiag ya TV armoktnon Pndlokou TioTononTikoy, mapoAdBate Eva apxeio
“haricacert.p12”. Auto eivai o apyelo Tou €xeL to PndLokd oag MOTOMOUTIKO.

MPOZOXH: Eav o duMopetpntrg oag (browser) xpnowiomnolei ad blocker, amevepyornomote Tov SLOTL UNIAPXELTIEPUTTWON
va SlaypaEL TO APXELO TOU TILOTOTONTIKO TToU Bal KoTePAOETE.

Me SutAS KAIK TtAvw oto apyeio Eekvaet n dladkaoia eykaraotaonc.

L% Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
(") Local Machine

To continue, dick Mext.

Mext Cancel

ETUAEYETE TO TILOTOTTIOLNTIKO VOL EYKOTAOTAOEL HOVO YL Tov TpEXoVTA XPrjoth kabwg dev mpénel va ival Slabeoiuo o
KQTTOLOV GANO TTOU UTTOPEL VaL XPNOUUOTTIOLEL TOV UTTOAOYLOTH GO,



Evromiete to apyelo otn B€on mou €xel yivel n A tou (ouvrnBwg Arjelg i Downloads)

€ L Certificate Import Wizard

File to Import
Spedfy the file you want to impart.

File name:

\MasosOneDrive - University of West AtticaYlaAA \haricacert.

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (L55T)

MANKTPOAOYEITE TOV KWAIKO TIOU EXETE EMNEEEL KoTd T Snuoupyia Tou PndLaKoU TIOTOTONTIKOU KOl ETUAEYETE
«Enable strong private key protection» wote va oag {ntettan 0 Kwdkog kabe popd ou uroypadete Pndloka.

€ ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

[#] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[ Mark this key as exportable. This will allow you to back up or transpert your
keys at a later time.

Protect private key using virtualized-based security{Mon-exportable)

[ Include all extended properties.

Gonce



EmAéyete Tov QUTOUATA TIPOETIAEYEVO XWPO YLOL TNV OMOBRKEUOT TOU TIOTOTOUTKOU.

& ¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Certificate stare:

€ &F Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

You have spedfied the following settings:

Cerfificate St ezl Automatically determined by the wizard

Content PFX

File Name Ci\Users\Wasos\0Onelrive - University of West Attica\TaAAV
L4 >

Finish | | Cancel




Y10 EMOUEVO B ETUAEYOULE TO EMITESO AoPANELAC.

Choose a Security Level *

Choose a securty level appropriate for this tem.

() High

Reguest my permission with a password when this
tem is to be used.

(@) Medium
Request my permission when this item is to be used.

E€ oplopov eivat oto Medium mou onuaivel mwg kaBe popd mou BEAoupe var urtoypdoupe Ba pag InNTroeL Lovo tnv
ASela vaL XPNOLLOTIOW)OEL TO TILOTOTTIOUTIKO.

Windows Security =

Credential Required

Do you want to allow the app to access your private key?

Key description : CryptoAFP| Private Key

Allow Don't allow




Av erti\é€oupe TV YPnAn Aodpddeta (High), Ba pog Intriost va oplooupe vav Kwdiko (password) tov oroio Ba
XpnoyorotoUue Kabe dpopd ou BEAouE va urtoypaoupe Eva £yypado otov urtoAoylotr) auto. O KWEIKOG auTtog Sev
€lvall OmAPALTNTO VOL CUTTITTTEL [LE TOV KWOLKO TIOU XPNOWOTIOIOAE YLOL TNV QVAKTNON KOL EYKOTACTOON TOU
TUOTOTIOLNTIKOU.

Create a Password >

Create a password to protect this tem.

Create a new password for this tem.

Password for: |D~_,rptgAF‘| Private Key |

Password: || |

Corfim: | |

< Back Finish Cancel

META Tov 0pLopO ToU KAELSLOU ETUOTPEPOULE GTNV TIPONYOUREVH 086vn, tartdpe OK, KoL oG EVNLEPWVEL OTL N
£L00yWYH TOU TILOTOTOLNTIKOU OAOKANPWONKE.



3. EAgyx0G Xwpou anoOnKeuong MPOocwWILKoU niLotonotntikol ota Windows

1.

MPOKELUEVOU VO ENEYEETE €AV TO TIPOOWTILKO OOC TILOTOTIONTIKO £XEL OMOBNKEUTEL OTOV XWPO
anoBrkevong motononTikwy twv Windows xpnotpomnoleite T emAoyEg Internet tou H/Y coag. Kavete
KALK otnv évapén ota Windows kat mAnktpoAoyeite «Internet options» rj «Emloyég Internet» avaloya
HE To av €xete EAAnvika r; AyyAika Windows.

Avolyete Tnv kaptéla «Meplexopevo (Content)» ki emiAéyete «Miotonowntika (Certificates)»

Internet Options
| zeneral I Security | F‘ri'u'acyl Content ICnnnectiuns Programs | Aduanced|
Certificates
Ise certificates for encrypted connections and identification.
[ Clear 551 state ] I Certificates I [ Publishers ]
AutoComplete
= AutoComplete stores previous entries [ Settings ]
= on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated [ Settings ]
content from websites that can be
read in Internet Explorer and other

A

programs,




3. Ytnvkaptéla «Mpocwrikd (Personal)» epdavilovral Ta MLOTOMOLNTIKA TTOU EXETE AMOBONKeUHEVO KOOWG
KOLL AETTTOUEPELEG LIE TOL OTOLYELO TOU KABOE TLOTOMOLNTLKOU (O€ TtoLov ek60BNnKe/amo molov ekSOONKe) Kat
Vv Hpuepopnvia ARENnG (Expiration Date) tTn¢ LoxUOG TOU TMLOTOMOLNTLKOU.

Certificates >

Intended purpose: <All= w

Personal Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *

Issued To I=sued By Expiratio...  Friendly Name

54 ATHANASIOS STER... HARICA Qualified Mat... 8/5/2022

Import. .. Export... Remove Advanced

Certificate intended purposes

Client Authentication, Secure Email, Document Signing

Edv €xete mapandvw amno éva Pndlakad retonolntika otov H/Y cag téte autd Ba ¢paivovtal wg €Ac:

&% Certificates *

Intended purpose: <all= w

Personal QOther People  Intermediate Certification Authorities  Trusted Root Certificatior| ¢ | *

Issued To Issued By Expiratio...  Friendly Name
[ZIATHANASIOS STER... HARICA Qualified Mat.., 8/5/2022 <MNone>

B4 Athanasios Stergio... HARICA Qualified Mat...  15/5/2022

Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication, Secure Email, Document Signing, Smart Card Logon

To miotomnotntiko tumou A (USB Token) otig mAnpodopieg tou avadpépel «Smart Card Logon».

Av yla ortolodrmote AOyo BENETE va KATAPYHOETE TO TLOTOMOLNTIKO 0o¢ ard tov H/Y oag, To emNEYETE Kol
{ntate katapynon (remove).



